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=== Managing System Safety for a System-of-Systems

Despite the progress made in the System Safety Engineering
discipline we continue to see safety related issues such as:

Automobile Equipment Safety Recalls Equipment failures
Train Derailments or Collisions Operational hazards
Aviation Incidents <= Contingency plan
Environmental Impact Planet Earth

System Safety challenges facing the industry include:

System Complexity

Competitive marketplaces

Quick deployment time

Geographically diverse subsystem suppliers

Outsourcing of engineering activities & Cultural differences
Timing of Safety Information sharing
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EMTIG@{ DEPARTMENT OF DEFENSE STANDARD PRACTICE SYSTEM SAFETY
MIL-STD-882E

TASK SECTION 100 - MANAGEMENT

TASK SECTION 200 - ANALYSIS

TASK 201 PRELIMINARY HAZARD LIST

TASK 202 PRELIMINARY HAZARD ANALYSIS

TASK 203 SYSTEM REQUIREMENTS HAZARD ANALYSIS

TASK 204 SUBSYSTEM HAZARD ANALYSIS

TASK 205 SYSTEM HAZARD ANALYSIS

TASK 206 OPERATING AND SUPPORT HAZARD ANALYSIS
TASK 207 HEALTH HAZARD ANALYSIS

TASK 208 FUNCTIONAL HAZARD ANALYSIS

TASK 209 SYSTEM-OF-SYSTEMS HAZARD ANALYSIS
TASK 210 ENVIRONMENTAL HAZARD ANALYSIS

TASK SECTION 300 — EVALUATION — Safety Assessment Report ......

TASK SECTION 400 - VERIFICATION
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-«\ O&SHA - What is it ?

» A systematic analysis of the controlling documents (e.g., procedures and tasks) to
ensure hazard elimination or control with emphasis on the performance of people
and their relationship to hazards within the tasks.

» The O&SHA focus is on the:

Operation & Maintenance
Installation

Testing

Special Tools & Test Equipment
Facilities

Transportation

Storage

Disposal

Emergency Egress & Rescue
Training

YVVVVVYYYVYY

of the system rather than system components.
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nnnnnn ty Engineering Solutions
for Complex Systems

Purpose:

To identify and assess hazards introduced by operation and support
activities; and

Evaluate the procedures, facilities, and equipment used during
operation and support activities.

Challenges:

The human is an element of the system, both receiving inputs and
initiating outputs. O&SHA needs to create an effective link between
Human Factors Engineering and System Safety.

O&SHA is typically one of the poorest performed system safety
analyses. Subject Matter Expert (SMEs) and documented procedures
are not always available to support O&SHA.
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s ey o O&SHA should not result in a “Cowboy”
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OSHA drawn by J.N. Devin 1972
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CMTiGRO . .
\ O&SHA - Findings

» Identify the activities that involve a known hazard

» Identify the hazards the risk and controls for each activity

» Identify design changes or functional changes needed to reduce risk
» Identify procedure changes needed to reduce risk

» ldentify Personal Protective Equipment (PPE) and any limitations

» Identify Warnings and Cautions on equipment and in procedures

/A WARNING
& Electrical
Hazard

» Identify Emergency procedures.
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CMTiGRO . .
\ O&SHA, How is it done?

» HAZOP is a planned, structured and systematic examination
of procedures, processes and facilities

- —sample ref. IEC 61882 Ed. 2.0 b:2016 "Hazard and operability
studies (HAZOP studies) - Application guide”

» Methods:

- comparison of similar operations/facilities,
> information review (e.g. MSDS),

- checklists,

- "what if?" scenarios,

> guide words,

FMEA

o

» Method selection depends upon factors such as Regulatory
requirements, complexity, similarity, history, engagement of

operations/support representatives.
AN
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e Regulations in Canada

Canada - Bill C-45, March 315t 2001

Established new legal duties for workplace health and safety

Ontario Occupational Health and Safety Act
Occupational health and safety awareness training
Workplace Hazardous Materials Information System (WHMIS)

Alberta OHS Act, Part 2 Hazard Assessment.
Prepare a report of the results of a hazard assessment and the
methods used to control or eliminate the hazards identified.
Ensure that the hazard assessment is repeated ...

Involve affected workers in the hazard assessment and in the
control or elimination of the hazards identified.

Ensure that workers affected by hazards identified in a hazard
assessment report are informed of the hazards and of the
methods used to control or eliminate the hazards.
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curlandde O&SHA, Scope

Specialty Engineering Solutions
for Complex Systems

0 . Operating Rules, Operating Manuals, MANOPS -
ATC, Flight Operations Manual - Airlines . Safety
Review of Operational Procedures.

: Removal, Assembly, Calibrating, Maintenance
Frequency, Number of Personnel Involved. Safety

Review of Maintenance Procedures & Tasks.

Installations Ins-tallatlon- of Systems or Equipment. Safety review
of installation procedures.

Testing under hazardous conditions. Safety review
of Test Procedures.

© CMTIGroup Inc. RAMS (December 2017) 12



cmi‘e@g
e

Pl

O&SHA, Scope contd

_ Test Equipment, Support Tools, Tools
Special Tools Calibration.

Facilities Interface with systems, Special grounding
Facilities (ordnance static grounds), Conductive flooring of
non-sparking material.

Transportation (Air, Rail, Water) - Safety of systems or equipment

during transport

Storage of hazardous equipment e.g., Missiles,
Ordnance, Chemical agents, Oils, Solvents. Missile
storage in Shipboard Magazine.
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sinseie O&SHA, Scope cont'd

Specialty Engineering Solutions
for Complex Systems

. Training completeness - e.g., explosive safety
Training for personnel who produce, handle,
transport, store, inspect, test, maintain, use, or
dispose dangerous goods.

. Substances, solvents or other agents, munitions or
Disposal : :
materials harmful to personnel or environment

Emergency Emergency escapes, First respondents accessibility
e[ HRREIAIN ¢ rescue access, Communications.
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i"“‘*‘}? O&SHA Lessons Learned

for Complex Systems

Operations

Mass Transit, Space, Military

-Mass Transit - Crew failure to follow exit procedures. Crew key used to open train
doors at train end of line drops train lines. The propulsion software was designed
to continue in its last known direction when train lines were dropped. Train moved
in the opposite direction of intended motion.

-Space - Astronaut skips steps in operating procedures during EVA close call with
ISS Antenna.

- Military - Unsafe Hoist motor during power loss requires manual cranking by the
operator - becomes unsafe when power is inadvertently restored.
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i""‘*‘kﬁ O&SHA Lessons Learned

for Complex Systems

Maintenance

Mass Transit, Navy

-Maintenance engineer runs a test to ensure the doors are in proper working
conditions after door leaf replacement. Fails to see that they are not in their lower
roller track. Train enters operation with doors not in their lower tracks. The doors
collide with the platform.

-Equipment Damage - Subsystems interface - Doors interference with vehicle bogie
side panels.

- Fire on board the aircraft carrier USS Forrestal (1967). An electrical anomaly
(ungrounded ordinance) had caused the discharge of a Zuni rocket on the flight
deck, triggering a chain-reaction of explosions.

© CMTIGroup Inc. RAMS (December 2017)
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i""%mﬁ O&SHA Lessons Learned

for Complex Systems

Installation Rail, Navy ship

-Incorrect wiring of Traction Motors.

- Fire - Welding on upper deck caused sparks falling to decks below, where painting was in
progress.

Rail, Aero

- Train fatality during test run - train derailed during testing of the AirTrain, Kennedy Airport.

- Missile release Relay was replaced with Solid State technology, Testing successfully passed the
“Iron Bird” testing. While in flight the missile was fired but remained attached to the aircraft.

Special Tools & Test
Equipment Missile Launch, Aero

- Missile System - Energizing a sequence of Pins on Connector X results in missile inadvertent
Launch sequence.

- Aircraft Engine - Use of fork lift to install engine on wing instead of the OEM specified special
ork lift upward force stressed the engine mounting bolt. The aircraft loses engine
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i""%mﬁ O&SHA Lessons Learned

m Mass Transit

- Vehicle in Maintenance Depot In Reduced Operation Mode the vehicle can be driven
while it is connected to 600V overhead power shop plug (the why is on slide 21).

Tra“-"portation Saturn V Rocket, Military

- Ensure payload pyros do not energize (appendages do not deploy) during launch.

- Equipment or systems Activation during flight.

- Transportation of HazMat,
- Transportation of explosives or other dangerous articles.

5t°rage General

-Equipment can be sensitive to temperature and humidity during storage.
-Shock and vibration during storage, e.g. storage onboard a ship.
- Materials deteriorate, limited shelf life.
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cm:ek{ O&SHA Incidents

Specialty Engineering Solutions'
for Complex Systems

News
Air Canada plane almost lands rowdedaxiway at San Fra nclses almport = :

w-s AIR CANADA PILOT = = \z“'ﬂm

Tower. A|rCanada 759 | see
lights on the- ‘runway there. Can
you conf irm we are clear to land.

‘

CONTROL TOWER )

ir Canada 759 conﬁrmed ii**

cleared to land 28R. ‘There is'ho ‘s\ 19
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Specialty Engineering Solutions
for Complex Systems

Operational Hazard ?
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cmi@ Operations, Facilities & Maintenance

Specialty Engineering Solutions
for Complex Systems

Operations Civil Design Maintenance Maint Shop
Operator / Transit
Authority
SOS
N~

Traffic Island

A A A J
Systems Passenger Platform
(e.g., Vehicle, Civil Highway Traffic Act
Works, Maint Shop,
p - o

)

Subsystem
Suppliers
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System Design Specification
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i"“‘*‘}? Operational Hazard ?

for Complex Systems

“Toronto city councillor Mike
frﬂ m 5 Layton wants the TTC to use
,-,ALx m =M ~{§ cameras to nab drivers who

' . ignore open streetcar doors.”

(RICHARD LAUTENS /
TORONTO STAR FILE PHOTO)
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for Complex Systems

i"“‘*‘}? Mitigation Effectiveness ?

| ATTENTION !

Watch gap
between car
and platform




g@ Hazard Log, O&SHA V&V, Closeout

for Complex Systems

Uni-T World SUBSYSTEM HAZARD ANALYSIS

Unifying System Safety Worldwide

» Collision Train-to-Train

» Derailment DISCARD CHANGES DISABLE ENTRY

» Fire .
Do | Step 1 Mishap— Burn. SSHA-0099

SSHA-0089-Brake Bedding

4 | SSHA-0099-Exposure to hot surfaces or fluids Ir } Data entry Attachments Comments
<% Contact with Hot disk brake
| + & O&SHA xxxx Warning statement l— SSHA # System Subsystem
© Procedural mitigation entered in Brake E... SSHA-0099 Brakes o

» collision Train-to-Object Friction Brakes

Step 2 Flowdown from Mitigation
to the O&SHA Checklist

Step 4 Hazard state: OPHL OPHA ®HA
- Procedural Mitigation Verified in Hazard Short Name
Maintenance Manual

- Certificate of training refabc provided

\j

Exposure to hot surfaces or fluids

Hazard description
Status — Closed

Maintenance Personnel exposure to hot surfaced or fluids.

Hazard Source I-lazard Status

Step 3 Procedural Mitigation
applicable to checklist

A WARNING

Risk of Sever Burn Disc Brake can be
extremely hot when the vehicle enters the shap
Allow time for equipment to cool before
performing any maintenance
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. O&SHA Planning Misconception
riapmd e oo & S u m m ary

RAMS Activity . M3aQtr3 2013 Qtr 4 2014 Qtr 1 2014 Qtr 2
Aug | Sep | Oct | Nov | Dec | Jan | Feb | Mar | Apr | May | Jun

‘Project X System Safety

Tasks
SRR 9-18
PDR . ’ 10-06 ;
CDR @ 01-06
Preliminary Hazard List - ::1 -
Preliminary Hazard Analysis L::ml
SSHA t e I

Quantitative Risk Assmt - FTA E S —
Draft Maintenance Manuals T

O&SHA ]
Other Tasks ....
O&SHA All elements Written SMEs need O&SHA
to be analyzed by mtegratlon procedures to manuals shall
initiated O&SHA shall  sequence and tasks participate need to follow
early in the be considered influences are a in O&SHA reflect the V&V
program O&SHA necessary O&SHA process

activities input for findings
O&SHA
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Questions / Comments ?

> 4

‘e

Thank You
for your attendance and participation

Sue CoX P. Eng.
Tony Zenga ssc. eng.

www.cmtigroup.com
www.uhni-tworld.com
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Specialty
for Complex Systems

Backup Slides
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T O&SHA activity Exclusions

for Complex Systems

4

Human Factors

> Operator
Omits required actions
Failure to recognize actions when required
Improper response (early, late, wrong)

Failure to follow Procedures

Designers

> Lack of System Safety / Hazard Awareness

> Provides inadequate or Faulty documented Procedures
> Quick Operator Response for hazard recognition

- Requires Intense Operator Attention

- Designing or providing improper tools

Common Errors
> Inadequately Rested
- Human exposure to extremes (temperature, noise, adequate space, etc....)
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